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General Cyber Security Module Computer Biometrics & Hardware Integration
Learning Objectives Computer Science Information learned in this area will be integrated
 Describe the task completion process of a computer Literacy AGVERCEE in multiple ways. The subject fundamentals will be
e Recognize binary, Hex and ASCII representation oth Grade pHHEIE included in introductory computer classes with

11th & 12t Grade plans on integrating information into code.org’s

Exploring Computer Science and Computer Science
Principles curriculum. Including plans to write a full
years curriculum or project guidance for the

advanced studies in Computer Science.

 Evaluate and interpret privacy and security policies
 Explain global and cyberspace privacy & security issues
e Summarize the myriad ways personal, private data is created
 Recognize viruses & malware and use protective programs
* Understand the need for better system identification

e Describe attacks to networks & personal computers
e Summarize the process and benefit of encryption

e Describe the four levels of security in cyberspace

e Develop strategies to better secure cyber systems
 Practice and instruct others on safe computing

Knowledge Attained

From the

RET Site: Cyber
Security Initiative for
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Robotics & Unmanned Autonomous

Systems
Information learned in this area will be integrated

Robotics
oth — 12th Grade

/N

in a robotics class. The subject will be included in a
a robotics class with plans on integrating information

Computer
. . ) . .
— ItDahvl t inary System ™ ¢ o Science 1 into code.org’s Exploring Computer Science
emonstratesS Nnow computers ompare anad contras . . .
process information and how 16 8 4 2 1 three number systems. 9th and 1Oth CUTTICUIUm. InCIUdlng plans to write a fU” years

Hexadecimal, Decimal
& Binary. When the
students are familiar
with the mechanics of
number systems, they
will understand binary

we REPRESENT information in
computers. The goal is to
become familiar with how
data moves around in a
system. Transfer our
knowledge to storage
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curriculum or project guidance for all levels of a

Grade Security is not a _
robotics class.

product, but a process”
-- Bruce Schneier
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Wireless Communications
Information learned in this area will be integrated

Understanding the . i i - . . . .
basics of computers Do we give up privacy for v Secu r|ty Assessments CZmPUter SCIen:i IS Imperatlve for the 18 mUItlple ways. The su bJECt fundamentals will be
dt itv? What about | will use a formative diagnostics assessment design for all Advancement of Societ , . ,
Vf:\zl?eorlllrneetehe O honfeeg:é Zecuriti/ for(r)w:ared ’ 255N o [l Es st [RElee Eiloel S2aUmt) eimEen The technological advancement in the IasytSO years has been astounding. We included in introd UCtory O pUter classes with
tudents st fo. to cvber securitv? Students from this program. It is my intent to administer identical : : : : : : - )
Time to talk sbout | wil explore thisissuenow. | | Privacy ZEN ossessments at both a pre and post modle/lesson (chmolaeies,w <an ot n 3 garage ora smal b using minima reources Plans on integrating information into code.org's
- - timeframe to ascertain information on both the students o - : : C ter Sci Principl icul Includi

privacy and security Debates and papers It is imperative that human beings come to understand technology as well as omputer science rFrincipies curricuiume. inciuding

plans to write a full years curriculum or project
guidance for the advanced studies in Computer

Jeritelie Ui thiR el el il they understand technologies use. It is programs like the Cyber Security
: Initiative sponsored by NSF and the University of Nevada Reno that are
PrlvaCV Secu rlty | | P making it possible to bring technology education to all levels of education.

What do we need to stay We must secure our private | with four lessons and SCi

private? Data is created all the information! We know what | fjve days finished, next CIENCE.

time and many people want it is but where is it located? | we model safe

to possess it. Who should you We find out in this lesson. A | computing practices. ‘4 l‘ ' '( {

have control? What is in the deep look into the four levels | Model good behavior E SIS (N — S DI |ta| Forensics

privacy policies you never of security. Concentrate your | €arly and students will THE NE&{&&%&&%&?F MAN g

: i fol ' : : : : :
e eyt s FEIOREESE Information learned in this area will be integrated
\c/ in multiple ways. The subject fundamentals will be
Day 10 Students use included in introductory computer classes with

For 5 days we use Firewalls, encryption, virus & o . . . . . )
srivacy and security | malware programs, metadatz plans on integrating information into code.org’s
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products. Practical use is| viewers, back-up systems and
by far the best teacher, | biometrics systems. They | .
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Computer Science Principles curriculum. Including
plans to write a full years curriculum or project
guidance for the advanced studies in Computer
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